

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create an index.rst or README.rst file with your own content
under the root (or /docs) directory in your repository.

If you want to use another markup, choose a different builder in your settings.
Check out our Getting Started Guide [https://docs.readthedocs.io/en/latest/getting_started.html] to become more
familiar with Read the Docs.
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To know the frequently asked questions to BKS read this file.

The Frequently Asked Questions are:

## What is Sanitize??

/ˈsanɪtʌɪz/ - to make something completely clean and free from bacteria.<br>

> In web development to sanitize means that you remove unsafe characters from the input.

Sanitize is a function to check (and remove) harmful data (which can harm the software) from user input.<br>
Sanitizing user input is the most secure method of user input validation to strip out anything that is not on the whitelist.<br>

## When and why should I use Sanitizers?

Whenever you store user’s data (in database or anywhere), or if that data will be read/available to (unsuspecting) users, then you have to sanitize it.<br>
See also HTML_sanitization in
[wikipedia](https://en.m.wikipedia.org/wiki/HTML_sanitization)<br>

## How can I clean user input?


	First, Sanitize


	Then, Validate


	Last, Escape output.




<img src=”../gif/Sanitize.jpg” alt=”Validating process image” style=”width:300;height:300;” height=”300” width=”300” />

## What are the main things to sanitize?

You can sanitize all the external sources before using any of them:


	$_SERVER


	$_POST


	$_GET


	$_COOKIE


	$_REQUEST (commonly not used)


	Data taken from databases


	APIs


	Input data from the clients


	$argv


	http://php://stdin


	http://php://input




We are planning to create a new library AutoSanitize for sanitizing these variables.<br>
If you are interested, send us a mail at [baalkrshna@gmail.com](mailto:baalkrshna@gmail.com&subject=I%20am%20interested%20in%20AutoSanitize%20library&cc=&bcc=&body=Hi%20BKS%20maintainers%21%0D%0AI%20am%20interested%20in%20AutoSanitize%20library%0D%0A%0D%0AThank%20you%2C%0D%0AYour%20name), Click on email address the subject and body is automatically added you can modify it. Note: Replace Your name with your name.



[Back to home](README.md)
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# Table of contents

Explanation of BK Sanitizers:



	[functions](#functions)


	[methods](#methods)







# functions:

## 1. function configFromIni

configFromIni - Use config settings from ini
### Description


public function configFromIni($file=”config.ini”)




Uses php parse_ini_file function to get config settings.

### Parameters

<b>file</b><br>
&emsp;Path to config.ini file (default: config.ini).

### Return values
&emsp;Returns null

## 2. function set

set - Modifies a config setting

### Description


public function set($case, $value=”default”)




Modifies a config setting temporarily and returns true if it is modified or else returns false if it is not modified.

### Parameters

<b>case</b><br>
&emsp;The key of the setting. It can be any one of these.


	<table class=”card”>
	
	<thead>
	
	<tr>
	<th>case parameter</th>
<th>description</th>
<th>value parameter</th>





</tr>





</thead>
<tbody>



	<tr>
	<th>maxInputLength</th>
<td>Maximum input length of user input.</td>
<td>A integer specifing the Maximum length of user input</td>





</tr>
<tr>


<th>encoding</th>
<td>Encodes user input to the specifed encoding</td>
<td>See https://www.php.net/manual/en/function.htmlspecialchars</td>




</tr>
<tr>


<th>preventXSS</th>
<td>Do you want to prevent XSS strictly?</td>
<td>true/false</td>




</tr>




</tbody>





</table>

Note: For maxInputLength, if length of user input is more than maxInputLength then extra characters will be removed.

<b>value</b><br>
&emsp;The value of the setting. It is based on the case parameter. See the value column in case parameter.

### Example

1. Using set
```
$sanitizer = new Sanitizer();
if ($sanitizer->set(“preventXSS”, true)) {


$name = $sanitizer->sanitize(“name”, $_POST[“name”]);





}

### Return values

&emsp;Returns true if config setting is modified or else false if it is not modified.

## 3. function clean

clean - Sanitize a string without specifing the type parameter of sanitize function.

### Description


public function clean($text, $trim=true, $htmlspecialchars=true, $alpha_num=false, $ucwords=true)




Cleans a user input. It sanitizes the input string through various functions.
The input string is given parameter 1.<br>
And returns the sanitized string.

### Parameters

<b>text</b><br>
&emsp;The input data.

<b>trim</b><br>
&emsp;Do you want to trim the input data? True/False.

<b>htmlspecialchars</b><br>
&emsp;Do you want to use htmlspecialchars in input data? True/False.

<b>alpha_num</b><br>
&emsp;Is the input data alpha numeric? True/False.

<b>ucwords</b><br>
&emsp;Do you want to convert first letter of each word to upper case? True/False.

### Example

1. Using clean
`
$sanitizer = new Sanitizer();
echo $sanitizer->clean("XSS <script>alert('XSS');</script>");
`

Will output:


XSS

### Return values
&emsp;Returns the sanitized string.

## 4. function sanitize

sanitize - Sanitize a string

### Description


public function sanitize($type, $text, $trim=true, $htmlspecialchars=true, $alpha_num=false, $ucwords=true)




Cleans a user input. It sanitizes the input string through filter_var and somtimes uses above clean function based on the type parameter.
The input string is given parameter 2.<br>
And returns the sanitized string.

Note: For username, the input data will be converted to smaller case if you want to allow upper case then use sanitize function with type parameter as name e.g. $sanitizer->sanitize(“name”, $username)

### Parameters

<b>type</b><br>
&emsp;The input type. It can be any one of these.


	<table class=”card”>
	
	<thead>
	
	<tr>
	<th>type parameter</th>
<th>description</th>





</tr>





</thead>
<tbody>



	<tr>
	<th>int/integer</th>
<td>For integer</td>





</tr>
<tr>


<th>float</th>
<td>For decimal number</td>




</tr>
<tr>


<th>string/text</th>
<td>For string</td>




</tr>
<tr>


<th>hex</th>
<td>For hexadecimal</td>




</tr>
<tr>


<th>url</th>
<td>For URLs</td>




</tr>
<tr>


<th>password</th>
<td>For user’s password</td>




</tr>
<tr>


<th>name</th>
<td>For user’s full name</td>




</tr>
<tr>


<th>message</th>
<td>For message</td>




</tr>
<tr>


<th>email</th>
<td>For user’s email</td>




</tr>
<tr>


<th>username</th>
<td>For user’s username</td>




</tr>




</tbody>





</table>

<b>text</b><br>
&emsp;The input data.

<b>trim</b><br>
&emsp;Same as mentioned above in clean function.

<b>htmlspecialchars</b><br>
&emsp;Same as mentioned above in clean function.

<b>alpha_num</b><br>
&emsp;Same as mentioned above in clean function.

### Return values
&emsp;Returns the sanitized string.

## 5. function HTML

HTML - Sanitize html code

### Description


public function HTML($text, $tags=”<b><i><em><p><a><br>”)




Cleans html code given by users.<br>
And returns the sanitized html code.

Note: It will remove any attribute starting with on or xmlns.

### Parameters

<b>text</b><br>
&emsp;The input code.

<b>tags</b><br>
&emsp;Optional, the allowed html tags to keep in the code.

It should be in the format like in the below example:

`
<b><a>
`
Which will keep both <b> and </b>, <a> and </a> in this example.

### Return values
&emsp;Returns the sanitized html code.

## 6. function sanitizeArray

sanitizeArray - Sanitize an array

### Description


public function sanitizeArray($array, $filters=array(“types”=>array()))




Cleans a whole array one by one. It sanitizes the input string through above sanitize function according to the types given in $filters[“types”][$array_key].<br>
And returns the sanitized array.

You can sanitize whole $_POST, $_GET, $_REQUEST, etc…

### Parameters

<b>array</b><br>
&emsp;The input array.

Example:
```
$array = array(


“array_key” => “saNiTiZeRs”







	$array = array(
	“array_key” => “saNiTiZeRs”








);

<b>filters</b><br>
&emsp;The filters to apply on the array.

It should be in the format like in the below example:

Example:
```
$filters = array(



	“types” => array( //Types also Optional, if string detected then we will treat it as message
	“array_key” => “string” //The type of array_key





),
“array_key” => array( //Optional What filters you want to apply to array_key


“trim” => true,
“htmlspecialchars” => true,
“alpha_num” => false,
“ucwords” => true




)







);

See parameters in sanitize function for understanding about filters except type parameter.

The types key in the array can be any one of these. And also it can be any one from the value of the type parameter in sanitize function.


	<table class=”card”>
	
	<thead>
	
	<tr>
	<th>value for types array</th>
<th>description</th>





</tr>





</thead>
<tbody>



	<tr>
	<th>any one from the value of type parameter in sanitize function</th>
<td>No description</td>





</tr>
<tr>


<th>html</th>
<td>For HTML code</td>




</tr>




</tbody>





</table>

### Return values
&emsp;Returns the sanitized array.

# methods:

## 1. __construct

__construct - Sanitizer class constructor.

### Description


public function __construct($exceptions=null, $logger=null, $sanitizerData=null)




Constructs the class Sanitizer.<br>
And returns the class Sanitizer after constructing.

### Parameters

<b>exceptions</b><br>
&emsp;Do you want to enable exceptions? True/False.

`php
$sanitizer = new Sanitizer(true);
`

<b>logger</b><br>
&emsp;You can pass an instance of a PSR-3 compatible logger here.

`php
$logger = new myPsr3Logger();
$sanitizer = new Sanitizer(false, $logger);
`

<b>sanitizerData</b><br>
&emsp;The SanitizerData class. If null will automatically create new one.

### Return values
&emsp;Returns the class Sanitizer.



[Back to home](README.md)
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Welcome to the documentation for BK Sanitizers.

## Pages


	[Getting Started](getting-started.md)


	[Functions and Methods](functions.md)


	[Configuring settings](config.md)


	[Files](files.md)


	[Frequently Asked Questions(FAQ)](faq.md)


	[Learn more about XSS](xss.md)




## Community

Please read the [SUPPORT.md](https://github.com/PuneetGopinath/Sanitizers/blob/main/.github/SUPPORT.md) file for understanding where to ask questions and chatting with the BKS maintainers.
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To Configure BK Sanitizers read this guide.

The list of all settings are below:

## 1. maxInputLength

Maximum length of string (user input)<br>
A integer specifing the Maximum length of user input. If user input is more than maxInputLength then extra characters will be removed.

## 2. encoding

Encodes user input to the specifed encoding

See https://www.php.net/manual/en/function.htmlspecialchars<br>
For a list of encoding options

## 3. preventXSS

Do you want to prevent XSS strictly? True/False.

Note: If you set preventXSS as true then you should also set encoding to “UTF-8”.



[Back to home](README.md)
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To understand what files required for using BKS read this guide.

## 1. src/BKS.auto.php

The autoloader file for loading BKS classes.

## 2. src/Sanitizer.php

This file contains the Sanitizer class, note: but if you directly require_once ‘src/Sanitizer.php’ it will not work.

## 3. src/SanitizerData.php

This file contains the SanitizerData class.

## 4. src/config.ini

Example config file in ini format.



[Back to home](README.md)
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Get started with BK Sanitizers, the library for sanitizing all types of user input in PHP.

## Introduction

A Web Sanitizer is used to prevent XSS attacks. Not only sanitizing user input is enough to prevent XSS, we also need to validate all sanitized user input.

Sanitization is one of the most important topic of web security or cybersecurity.

BKS is one such library for protecting your site from XSS. We aim to give you the best protection ever we can.

We try to cover all types of user input like name, username, password, messages, email, etc…

Have we missed any common type of user input? If so, please try to read the contributing guidelines and try to contribute to BK Sanitizers.

## Installation

Installation guide can be read in [INSTALL.md](https://github.com/PuneetGopinath/Sanitizers/blob/main/INSTALL.md) file.

## Starter template

A basic template for sanitizing user input with BK Sanitizers.

If you are using composer, then replace require_once “src/BKS.auto.php”; with require_once “vendor/autoload.php”;.

```php
<?php
// Import classes
use SanitizersSanitizersSanitizer;

require_once “src/BKS.auto.php”;

// passing true in Sanitizer class enables exceptions
$sanitizer = new Sanitizer(true);
try {


$username = $sanitizer->sanitize(“username”, $_GET[“username”]);





	} catch (Exception $e) {
	echo “Could not Sanitize user input.”;
echo $e->getMessage();





}
//Do anything with $username, e.g. validate it, save it to database …
?>
```

## Steps to start using BKS


	Loading classes




`
use Sanitizers\Sanitizers\Sanitizer;
`



	without composer autoload:







Replace /path/to/src/BKS.auto.php with path to src/BKS.auto.php file in the code below.

`
require_once "/path/to/src/BKS.auto.php";
`



	with composer autoload:







Replace /path/to/vendor/autoload.php with path to vendor/autoload.php file in the code below.

`
require_once "/path/to/vendor/autoload.php";
`


	Then, Sanitize input (also add configFromIni if you want to use configuration settings from ini file).<br>




Add $sanitizer->configFromIni(“src/config.ini”); if you want to use config settings from a ini file after defining $sanitizer variable.

For example,<br>

`
// passing `false` in Sanitize class disables exceptions
$sanitizer = new Sanitizer(false);
$username = $sanitizer->sanitize("username", $_POST['username']);
$password = $sanitizer->sanitize("password", $_POST['password']);
`

<b>OR if you want to enable exceptions</b>

```
// passing true in Sanitize class enables exceptions
$sanitizer = new Sanitizer(true);


	try {
	$username = $sanitizer->sanitize(“username”, $_POST[“username”]);
$password = $sanitizer->sanitize(“password”, $_POST[“password”]);



	} catch (Exception $e) {
	echo “Could not Sanitize user input.”;
var_dump($e);






}

If you want to sanitize arrays then use sanitizeArray($array, $filters);, See [FUNCTIONS.md](FUNCTIONS.md) file for understanding sanitizeArray function.

Plz read [SUPPORT.md](https://github.com/PuneetGopinath/Sanitizers/blob/main/.github/SUPPORT.md) if you want to ask questions or clarify doubts.

If you want to use psr/log for debugging, Then create a new logger in a variable $logger (e.g. $logger = new myPsr3Logger();), then pass the $logger variable in parameter #2 while constructing Sanitizer class.<br>
Example:
`
$logger = new myPsr3Logger();
$sanitizer = new Sanitizer(false, $logger);
`

You will find more to play with in the [examples](https://github.com/PuneetGopinath/Sanitizers/tree/main/examples) folder.



[Back to home](README.md)
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The basic questions about XSS are below:

## What is XSS ??

XSS stands for Cross Site Scripting.

## What are the important things to do for preventing XSS ?


	Always sanitize and validate all user input.


	[Add a strict Content Security Policy (CSP)](https://web.dev/strict-csp/).




## When do XSS vulnerabilities arise?

They usually arise from:



	Allowing user input to be add to your html code. (Use HTMLPurifier)


	Allowing users to upload HTML/SVG files and serving those back unsafely (Use HTMLPurifier/SVG sanitizer).


	Passing user input into executable functions/properties in JS. (Use Any Sanitizer like BK Sanitizers)


	Loading scripts from untrusted website. (You have to trust that website, we can’t do anything)









You can also play with xss game [here](http://xss-game.appspot.com).



[Back to home](README.md)
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